
PRIVACY POLICY 
EFFECTIVE DATE: OCTOBER 29, 2025​
LAST UPDATED: OCTOBER 29, 2025 

THIS PRIVACY POLICY (“POLICY”) EXPLAINS HOW SALESFINDERAI, OPERATING 
UNDER THE BRAND NAMES “AI SETTER” AND “SMARTLEADS” (“SALESFINDERAI,” 
“WE,” “US,” OR “OUR”), OWNED AND OPERATED BY YOUSSUF TAMER ELGHAZOULI 
(“FOUNDER,” “OWNER”), COLLECTS, USES, DISCLOSES, AND PROTECTS INFORMATION 
IN CONNECTION WITH OUR SOFTWARE AND SERVICES THAT PROVIDE AI-POWERED 
AUTOMATED MESSAGING, CLIENT MANAGEMENT, AND PAYMENT-SUPPORTED 
SUBSCRIPTIONS (THE “SERVICES”). 

BY ACCESSING OR USING THE SERVICES, YOU AGREE TO THIS POLICY AND OUR 
TERMS OF SERVICE, WHICH TOGETHER GOVERN YOUR USE OF SALESFINDERAI 
PRODUCTS. 

 

1. WHO WE ARE 
SALESFINDERAI (AI SETTER / SMARTLEADS) PROVIDES AI-DRIVEN AUTOMATION THAT 
HELPS BUSINESSES COMMUNICATE WITH INBOUND LEADS THROUGH INSTAGRAM 
DIRECT MESSAGES AND EMAIL, QUALIFY LEADS, AND, WHERE ENABLED, PROCESS 
PAYMENTS OR SUBSCRIPTIONS FOR THE SERVICE. 

WE ARE NOT AFFILIATED WITH META PLATFORMS INC. OR GOOGLE LLC; WE USE 
THEIR AUTHORIZED APIS AND SERVICES PURSUANT TO THEIR POLICIES. 

CONTACT:​
 📧 salesfinderai@gmail.com​
 📱 @ghazoliy on Instagram​
 🌐 https://salesfinderai.com 

 

 

 

 

https://salesfinderai.com


2. INFORMATION WE COLLECT 
WE COLLECT INFORMATION NECESSARY TO PROVIDE, SECURE, AND IMPROVE OUR 
SERVICES, INCLUDING: 

1.​ ACCOUNT INFORMATION – NAME, EMAIL ADDRESS, USERNAME, PASSWORD 
(HASHED/ENCRYPTED), AND PROFILE DATA WHEN YOU CREATE OR MANAGE 
AN ACCOUNT.​
 

2.​ PAYMENT INFORMATION – BILLING NAME, EMAIL, AND TRANSACTION DETAILS 
PROCESSED BY TRUSTED PAYMENT PROCESSORS (E.G., STRIPE INC., PAYPAL 
HOLDINGS, INC.). WE DO NOT STORE FULL CREDIT CARD NUMBERS OR BANK 
DATA ON OUR SERVERS.​
 

3.​ BUSINESS AND LEAD DATA – PUBLIC PROFILE INFORMATION, MESSAGE 
CONTENT, AND METADATA ASSOCIATED WITH MESSAGING ACTIVITY (AS 
DEFINED BELOW).​
 

4.​ TECHNICAL DATA – IP ADDRESS, DEVICE IDENTIFIERS, BROWSER TYPE, AND 
USAGE STATISTICS FOR SECURITY AND ANALYTICS.​
 

5.​ AI INTERACTION DATA – MESSAGES GENERATED OR LOGGED BY OUR AI 
SYSTEMS TO MAINTAIN CONTEXT AND IMPROVE PERFORMANCE.​
 

WE DO NOT INTENTIONALLY COLLECT SENSITIVE CATEGORIES OF DATA (SUCH AS 
HEALTH INFORMATION OR GOVERNMENT IDENTIFIERS). 

 

3. HOW WE USE INFORMATION 
WE USE INFORMATION TO: 

●​ PROVIDE AND OPERATE THE SERVICES, INCLUDING ACCOUNT CREATION, 
AUTHENTICATION, AND PAYMENT PROCESSING;​
 

●​ RESPOND TO MESSAGES AND EMAILS ON BEHALF OF CLIENT BUSINESSES;​
 

●​ MANAGE LEAD INTERACTIONS AND APPOINTMENT BOOKINGS;​
 

●​ IMPROVE AND CUSTOMIZE AI RESPONSES AND USER EXPERIENCE;​
 



●​ COMMUNICATE SERVICE UPDATES OR BILLING NOTICES;​
 

●​ ENFORCE OUR TERMS OF SERVICE AND COMPLY WITH APPLICABLE LAWS.​
 

WE DO NOT SELL OR RENT PERSONAL DATA TO ANY THIRD PARTIES. 

 

4. THIRD-PARTY SERVICES 
DATA MAY BE PROCESSED BY AUTHORIZED SERVICE PROVIDERS THAT ENABLE THE 
SERVICES, INCLUDING BUT NOT LIMITED TO: 

●​ META PLATFORMS, INC. – INSTAGRAM GRAPH API FOR MESSAGING.​
 

●​ GOOGLE LLC – GOOGLE CLOUD PLATFORM / OAUTH / GMAIL APIS FOR EMAIL 
INTEGRATION.​
 

●​ OPENAI, LLC – NATURAL LANGUAGE PROCESSING FOR MESSAGE 
GENERATION.​
 

●​ STRIPE, INC. / PAYPAL HOLDINGS, INC. – PAYMENT PROCESSING AND BILLING.​
 

●​ RENDER / HOSTING PROVIDERS – SECURE CLOUD HOSTING.​
 

ALL DATA IS TRANSMITTED SECURELY AND HANDLED IN ACCORDANCE WITH EACH 
PROVIDER’S PRIVACY POLICY. 

 

5. GOOGLE USER DATA & OAUTH 
WHEN YOU CONNECT A GOOGLE ACCOUNT TO SALESFINDERAI (AI SETTER / 
SMARTLEADS), WE REQUEST ONLY THE MINIMUM SCOPES REQUIRED TO PROVIDE 
THE FEATURES YOU ENABLE. 

SCOPES WE USE 

GMAIL (MODIFY)  https://www.googleapis.com/auth/gmail.modify 

​
PURPOSE: READ INBOUND MESSAGES AND APPLY LABELS SO OUR ASSISTANT CAN 

https://www.googleapis.com/auth/gmail.modify


(A) DETECT NEW CUSTOMER MESSAGES, (B) PREPARE A DRAFT/RECOMMENDED 
REPLY, AND (C) MARK/LABEL THREADS TO PREVENT DUPLICATE RESPONSES AND 
MAINTAIN STATE. 

​
DATA WE ACCESS/PROCESS: MESSAGE HEADERS, BODY TEXT, ATTACHMENTS 
METADATA, THREAD IDS, LABELS, HISTORY IDS. 

​
WHAT WE STORE: MINIMAL THREAD/LABEL METADATA (IDS, TIMESTAMPS, 
PARTICIPANTS), OUR GENERATED REPLY TEXT, AND STATE FLAGS STRICTLY NEEDED 
TO OPERATE THE SERVICE. WE DO NOT PERSIST FULL MESSAGE BODIES 
LONG-TERM UNLESS YOU ENABLE DEBUG LOGGING; IF ENABLED, LOGS 
AUTO-EXPIRE WITHIN 30 DAYS. 

BASIC IDENTITY (OPENID/PROFILE/EMAIL)  openid, profile, email 

​
PURPOSE: AUTHENTICATE YOUR ACCOUNT, ASSOCIATE YOUR GOOGLE USER 
ID/EMAIL WITH YOUR SALESFINDERAI WORKSPACE, AND DISPLAY YOUR PROFILE 
NAME/EMAIL IN SETTINGS. 

​
WHAT WE STORE: GOOGLE USER ID AND EMAIL ADDRESS FOR LOGIN AND ACCOUNT 
ASSOCIATION. 

NOTE: WE DO NOT REQUEST BROADER GMAIL SCOPES. IF A NARROWER MECHANISM 
BECOMES AVAILABLE THAT SUPPORTS THE SAME FUNCTIONALITY, WE WILL ADOPT 
IT. 

TOKEN STORAGE & SECURITY 

​
OAUTH ACCESS/REFRESH TOKENS ARE STORED ENCRYPTED AT REST AND USED 
SOLELY TO PERFORM THE ACTIONS YOU ENABLE (READ RELEVANT MESSAGES, 
APPLY LABELS). TOKENS ARE ROTATED PER GOOGLE STANDARDS AND ARE 
DELETED WITHIN 24 HOURS AFTER YOU DISCONNECT YOUR GOOGLE ACCOUNT. 

GOOGLE API SERVICES USER DATA POLICY (LIMITED USE) 

​
 WE COMPLY WITH GOOGLE’S “LIMITED USE” REQUIREMENTS:​
 • WE ONLY USE GOOGLE USER DATA TO PROVIDE USER-FACING FEATURES THAT 
YOU ENABLE.​
 • WE DO NOT SELL GOOGLE USER DATA.​
 • WE DO NOT USE GOOGLE USER DATA FOR ADS OR TO BUILD ADVERTISING 



PROFILES.​
 • WE DO NOT ALLOW HUMAN ACCESS TO GOOGLE USER DATA EXCEPT: (A) WITH 
YOUR EXPLICIT CONSENT, (B) FOR SECURITY/ABUSE, COMPLIANCE, OR LEGAL 
OBLIGATIONS, OR (C) TO DEBUG AN ISSUE YOU REPORT.​
 • WE SHARE DATA ONLY WITH SUBPROCESSORS NECESSARY TO PROVIDE THE 
SERVICE, UNDER CONFIDENTIALITY AND SECURITY OBLIGATIONS. 

REVOKING ACCESS & DISCONNECTING 

​
YOU CAN REVOKE OUR ACCESS AT ANY TIME AT 
https://myaccount.google.com/permissions (REMOVE “SALESFINDERAI / AI SETTER”). 
YOU MAY ALSO EMAIL SALESFINDERAI@GMAIL.COM TO REQUEST DISCONNECTION. 

DATA RETENTION & DELETION (GOOGLE DATA) 

​
AFTER REVOCATION OR A DELETION REQUEST, WE DELETE OAUTH TOKENS 
IMMEDIATELY AND REMOVE GMAIL-DERIVED CONTENT/METADATA WITHIN 30 DAYS, 
EXCEPT WHERE RETENTION IS REQUIRED BY LAW OR NECESSARY TO RESOLVE 
ACTIVE ABUSE/SECURITY ISSUES. DE-IDENTIFIED, AGGREGATE ANALYTICS (WITH NO 
PERSONAL OR MESSAGE CONTENT) MAY BE RETAINED. 

USER CONTROLS 

​
AT ANY TIME YOU MAY: (I) DISCONNECT GOOGLE, (II) REQUEST A COPY OF YOUR 
DATA, OR (III) REQUEST DELETION BY EMAILING SALESFINDERAI@GMAIL.COM. WE 
RESPOND WITHIN APPLICABLE STATUTORY TIMELINES (E.G., GDPR/CCPA). 

 

6. SECURITY 
WE USE INDUSTRY-STANDARD ENCRYPTION (TLS/HTTPS), ACCESS CONTROLS, AND 
TOKEN-BASED AUTHENTICATION TO PROTECT DATA. PASSWORDS ARE STORED ONLY 
AS HASHED VALUES. HOWEVER, NO SYSTEM IS COMPLETELY SECURE; USE OF THE 
SERVICES IS AT YOUR OWN RISK. 

IF YOU BELIEVE YOUR ACCOUNT OR DATA HAS BEEN COMPROMISED, PLEASE 
CONTACT salesfinderai@gmail.com IMMEDIATELY. 

 

https://myaccount.google.com/permissions
https://myaccount.google.com/permissions


7. DATA RETENTION AND DELETION 
WE RETAIN DATA AS LONG AS NECESSARY TO PROVIDE THE SERVICES, FULFILL 
LEGAL OBLIGATIONS, AND RESOLVE DISPUTES. CLIENTS MAY REQUEST DELETION OF 
THEIR ACCOUNT OR DATA BY CONTACTING salesfinderai@gmail.com. UPON 
CONFIRMATION, WE WILL DELETE OR ANONYMIZE DATA EXCEPT WHERE RETENTION 
IS REQUIRED BY LAW. 

 

8. USER ACCOUNTS AND PASSWORDS 
USERS ARE RESPONSIBLE FOR MAINTAINING THE CONFIDENTIALITY OF THEIR LOGIN 
CREDENTIALS AND FOR ALL ACTIVITY UNDER THEIR ACCOUNT. WE CANNOT ACCESS 
YOUR PASSWORD IN PLAINTEXT AND CANNOT RECOVER IT WITHOUT YOUR 
ASSISTANCE. REFER TO OUR TERMS OF SERVICE FOR ACCOUNT RESPONSIBILITY 
DETAILS. 

 

9. INTELLECTUAL PROPERTY AND OWNERSHIP 
ALL SOFTWARE, WORKFLOWS, PROMPTS, AND BRANDING ASSOCIATED WITH 
SALESFINDERAI / AI SETTER / SMARTLEADS ARE THE EXCLUSIVE PROPERTY OF 
YOUSSUF TAMER ELGHAZOULI. UNAUTHORIZED COPYING, REVERSE ENGINEERING, 
RESALE, OR REDISTRIBUTION IS PROHIBITED. SEE THE TERMS OF SERVICE FOR 
ADDITIONAL LICENSE AND USAGE PROVISIONS. 

 

10. LIABILITY DISCLAIMER 
THE SERVICES ARE PROVIDED “AS IS” AND “AS AVAILABLE.” WE ARE NOT 
RESPONSIBLE FOR CLIENT-DIRECTED MESSAGES OR AI OUTPUT. CLIENTS MUST 
ENSURE THEIR USE OF THE SERVICES COMPLIES WITH ALL PLATFORM POLICIES AND 
LAWS. TO THE MAXIMUM EXTENT PERMITTED BY LAW, WE DISCLAIM ALL WARRANTIES 
AND LIMIT OUR LIABILITY AS SET OUT IN THE TERMS OF SERVICE. 

 

 



11. YOUR RIGHTS 
SUBJECT TO APPLICABLE LAW, YOU MAY: 

●​ REQUEST ACCESS TO, CORRECTION OF, OR DELETION OF YOUR PERSONAL 
DATA;​
 

●​ WITHDRAW CONSENT OR REVOKE API PERMISSIONS AT ANY TIME;​
 

●​ RECEIVE A COPY OF YOUR DATA IN PORTABLE FORMAT (GDPR PORTABILITY 
RIGHT).​
 

REQUESTS CAN BE MADE BY EMAILING salesfinderai@gmail.com. WE WILL RESPOND 
WITHIN THE TIME FRAMES REQUIRED BY GDPR, CCPA, AND OTHER APPLICABLE 
LAWS. 

 

12. CHILDREN’S PRIVACY 
THE SERVICES ARE NOT INTENDED FOR CHILDREN UNDER 16 YEARS OF AGE. WE DO 
NOT KNOWINGLY COLLECT DATA FROM MINORS. IF SUCH DATA IS IDENTIFIED, WE 
WILL DELETE IT PROMPTLY. 

 

13. INTERNATIONAL TRANSFERS 
DATA MAY BE PROCESSED IN MULTIPLE COUNTRIES WHERE OUR SERVICE 
PROVIDERS OPERATE. WHEN REQUIRED, WE USE STANDARD CONTRACTUAL 
CLAUSES OR OTHER LAWFUL MECHANISMS TO ENSURE ADEQUATE PROTECTION. 

 

14. CHANGES TO THIS POLICY 
WE MAY UPDATE THIS POLICY PERIODICALLY. THE UPDATED VERSION WILL BE 
POSTED ON OUR WEBSITE WITH A NEW “LAST UPDATED” DATE. CONTINUED USE OF 
THE SERVICES AFTER CHANGES CONSTITUTES ACCEPTANCE OF THE REVISED 
POLICY. 

 



15. CONTACT 
OWNER / FOUNDER: YOUSSUF TAMER ELGHAZOULI​
 📧 salesfinderai@gmail.com​
 📱 @ghazoliy​
 🌐 https://salesfinderai.com 

https://salesfinderai.com
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